1.   History and modern directions of information protection.

2.   Legal basis for the protection of information abroad.

3.   Sources of threats to protected information.

4.   Leak, disclosure, disclosure and dissemination of protected information. Objective and subjective information leakage conditions.

5.   Legal, intelligence and technical channels of information leakage.

6.   Classification of information. Political and social aspects of classified information.

7.   The principles of classified information: legality, validity, timeliness.

8.   Organizational and legal forms of classification of information: the brown form and the system of initial classification.

9. Declassification of information. Types of information subject to and not subject to declassification.

10. Classification of protected information by affiliation, content and degree of secrecy.

11. Carriers of classified information: documents, products (objects), electromagnetic radiation.

12. The concept of state secrets. Information that is subject to classification and which cannot be classified.

13. Definition of the secrecy stamp of information constituting a state secret.

14. The procedure for admission to state secrets. Grounds for refusing admission. Termination of admission.

15. The concept of trade secrets and its types: technological , organizational, commercial. Methods of industrial espionage.

16. Responsibility for violation of trade secret laws.

17. The purpose of the illegal receipt of information constituting a trade secret.

18. Subjects of illegal collection of information constituting a commercial secret.

19. Ways of illegally obtaining information constituting a trade secret.

20. Closing free access to information constituting a trade secret.

21. Political, economic and moral damage from the leak of information constituting a state secret.

22. Identification, prevention and suppression of attempts to illegally seize information and documents constituting a commercial secret.

23. Organization of protection against unauthorized access to confidential information processed by computer technology.

24. Organization of protection of confidential information from leakage through technical channels.

25. Restrictions on the provision of information constituting trade secrets to state bodies. Protection of trade secrets.

26. Protection of information constituting a professional secret.

27. Protection of banking secrecy information.

28. Protection of information constituting a personal secret.

29. The concept of information security and privacy (confidentiality). Confidentiality Measures.

30. Measures to protect secret and confidential information: legal, organizational, engineering and software-mathematical.

31. Information security system, its structural and functional parts.

32. Information protection methods: hiding, ranking, misinformation, fragmentation, moral methods, accounting, coding, encryption.

33. Information security tools, requirements for them and tasks solved with their help.

34. Criminal liability for treason, espionage, disclosure of state secrets and the loss of secret documents, the objective and subjective side of these crimes.
35. Declassification of information. Types of information subject to and not subject to declassification
36. Classification of information. Political and social aspects of classified information.

37. The principles of classified information: legality, validity, timeliness.

38. Organization of protection of confidential information from leakage through technical channels.

39.   Organizational and legal forms of classification of information: the brown form and the system of initial classification
40. Legal basis for the protection of information abroad.

41. The principles of classified information: legality, validity, timeliness.

42. Definition of the secrecy stamp of information constituting a state secret.

43. Classification of protected information by affiliation, content and degree of secrecy.

44. Legal, intelligence and technical channels of information leakage.
45. Information security system, its structural and functional parts.

